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AGAINST MODERN ATM ATTACKS



EPIK SHIELD

Proactive Protection Against
Modern ATM Attacks

Why EPIK Shield™

Most ATM security solutions rely on sirens or alerts,
creating noise but not stopping loss.

EPIK Shield takes decisive action.

« Stops cash-out events in real time — not after the fact
« Eliminates dependency on human response time

» Reduces financial exposure and operational disruption
« Delivers enterprise-grade visibility and control

This is not just detection. This is intervention.

Financial Institutions Today Face Increasingly Sophisticated
ATM Threats—from jackpotting attacks to coordinated physical
breaches. traditional alarm-based systems alert you after an
event has begun.

EPIK Shield is engineered to stop the event entirely.

The moment suspicious activity or a jackpotting attempt is
detected, EPIK Shield immediately cuts power to the ATM,
rendering the machine inoperable before cash can be dispensed.
This real-time intervention transforms ATM security from reactive
notification to active prevention.

Always on. Fully automated. Designed to protect assets,
customers, and brand reputation—24/7.

Remote Dashboard Monitoring
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EPIK Shield™ Key Capabilities

Immediate Power Interruption
Instantly disables the ATM upon detection of jackpotting or malicious activity—preventing cash extraction.

Intelligent Time Lock Controls
Schedule activation windows aligned with operating hours to enhance after-hours protection.

Integrated GPS Tracking with Battery Backup
Up to 10 days of battery life ensures continuous tracking—even during power loss or physical removal
attempts, including hook-and-chain attacks.

Door Breach Response
Automatically cuts power the moment the ATM cabinet (“top hat") is opened without authorization.

Power & Network Tamper Detection
Monitors and responds to power disruption and Ethernet tampering—common precursors to attack.

Real-Time Management Dashboard
Centralized visibility into device status, alerts, and activity—with the
ability to remotely restart units when appropriate.

Dual SIM Connectivity
Redundant wireless communication ensures continuous connectivity
and reliability across networks.

Seamless Deployment

EPIK Shield is designed for rapid, non-disruptive implementation:
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« Fully wireless architecture — no dependency on existing network

- No complex retrofits or reconfiguration required e . Tt & i B oo e
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« Compatible with virtually all ATM platforms

« Scalable across single sites or enterprise fleets

Deployment is fast. Integration is effortless. Protection is immediate.
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A Smarter Standard for ATM Security

As ATM threats continue to evolve, financial institutions must move beyond alert-based systems to
solutions that actively prevent loss.

EPIK Shield sets a new standard—combining real-time intervention, intelligent monitoring, and operational
control in a single platform.

Performance Comparison
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EPIK SHIELD J | COMPARABLE
CAPABILITY SOLUTIONS
SECURITY APPROACH Active Prevention v
STOPS CASH DISPENSING YES (Power Cut) v I _
GPS TRACKING YES v I S
BATTERY BACKUP YES (Multi-Day) v I
REMOTE CONTROL Dashboard + Restart v I
NETWORK RESILIENCE I
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